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Timestamp Certificate 


Proof 


The proof is necessary for the reproducibility of your document. 


<?xml version="1.0" encoding="UTF-8"?> 
<node type="key" value="8fd4518fa649a53a10e25b4eca59580bbb5d339e56722d59f31a78c1a298ade7"> 
<left type="mesh" value="d201 a3d4ff548d168ee4e993d0244c1 cbb1f2907a72d3610400ebeb85ab05e75"/> 
<right type="mesh" value="0094fedecd5dafa504f4c67268e2d74bde459360227ce44eded6782b674522f8"> 
<left type="mesh" value="aaaa77ef63a66c51a33cc38355639cec2cc0c0e987883e570f7b3227b5a5ba1b"/> 
<right type="mMesh" value="27b6a5963f0b969dc4027beeeeb94d6f6552da1 82ea80al 1€216d0987c7f4b42"> 
<left type="mesh" value="387c7a85be681356cd248f01f52e2b95fac1 2426aabebabe26e678ab8ec85a68"/> 
<right type="mesh" value="46979d37a90ac8f7 1 e253ebf84048d442c595c4477dce81 8fae24edbb1575727"> 
<left type="mesh" value="49f6ab0cc4a2dcb98cf0f527821 e48abb9cbee1 6d36c3b76bd1 e9d8f2a754121"> 
<left type="mesh" value="8a967 1664cO0cfb2b2fdb99a472d8005d99dad0539919258438b5be9f57a6243d"> 
<left type="mesh" value="aef8146ea35cd266eaaa872a2cc55e46da58af4032b5adbf215e789691 c6fes6"/> 
<right type="mMesh" value="50a3a562949cc97a4de680f4b1d4e70592607cfb8ee91 175bb1 9f4ba0666383F"> 
<left type="mesh" value="86106eb83c7c28466497e862a9d9006ea3d9f091 52f8ea2c708b77836043435c"> 
<left type="mesh" value="ea9d7d1 e69db78a6e09b67e9fec27dfOdb006d03dbeb31 7963747415891 ed492"/> 
<right type="mesh" value="da82a754cc158c9153cb92c5439fe6568bd34783a87754a1 d706b2f6EbE8df9Ff1 "> 
<left type="mesh" value="1e3a8a1689d69f49e7d280a0a77375c601 7fc1 6af6c02dd63b0aa86006567478'/> 
<right type="mesh" value="d92245d36d78d0eeb246c90c2b9c58838392b55f1 3f24154d388d94013d7f9ab"> 
<left type="mesh" value="4e4ceb8cc2bbéf1 cb1d58ef9e3df96177d5f9e39d0925c5b049dd4a62b22f7a2"> 
<left type="mesh" value="1aefb4d41 cf5953cf3a477836d13dd35fd65ab1 a600f88431 0de6a85d5085d07"/> 
<right type="mMesh" value="1a845c0a2a0df9c22565d373816148b20d47a71895c588b7 1 de573f2b8799117"> 
<left type="mesh" value="617ba3401835be99c9629b01 4fcb3a557b3bb3b89897cf0b7e9b91 2befcf9e7b"/> 
<right type="mMesh" value="c504da2b1a8b9bd7ff881 aef8d6e75a00a9d3e639b2577e0bf1 4071 bb3216d7d"> 
<left type="mesh" value="029c4d1 fe992f567ed 1 dfad8fa2fadfl b7f46e7622791b52494680bcd1 6b5fad"> 
<left type="mesh" value="ea2a7aa0c6ab34ebb21a45f25425f0a2bec67236500cba7cb0c3b38b9d51eeeb"/> 
<right type="hash" value="ea2bbafe35f5ffdbe2b7203966fde073abae822655 78bbef226d02c096883123"/> 
</left> 
<right type="mMesh" value="eda2bc5d2ce2283348ab533270086382ab0736bbb64633d82b6084f9dd440671"/> 
</right> 
</right> 
</left> 
<right type="mMesh" value="c2303693f94eace1 3ef0f9d1 931 cd0e75766abf0aabcb9014429e6085e3ae8b9"/> 
</right> 
</right> 
</left> 
<right type="mesh" value="65ae4f3edbf4223a2d99496a702b2f3c3095c21 83ed5cb3488b7f5fd521 aabe1"/> 
</right> 
</left> 
<right type="mMesh" value="26cde06f2075388fe33b4f55dad1c061be31 Scefa4c5f913da58390231 1d6b91"/> 
</left> 
<right type="mesh" value="8b1a7d84e9547bd0659d070aef8db84e9f0478a860d4b07cc60372b83bf3c8b7"/> 
</right> 
</right> 
</right> 
</node> 


S 
D 


Timestamp Certificate 


Verification 


OriginStamp is a timestamp service that uses various blockchains 
like the Bitcoin Blockchain to create tamper-proof timestamps for 
your data. Instead of backing up your data, OriginStamp embeds a 
cryptographic fingerprint in the blockchain. It is de facto impossible 
to deduce the content of your data from your fingerprint. 
Therefore, the data remains in your company and is not publicly 
accessible. All you need to do is send this fingerprint to 
OriginStamp via the interface. The integration of the RESTful API is 
very simple and convenient and allows all data to be easily tagged 
with a tamper-proof timestamp. This document shows the 
procedure and gives instructions for verifying a timestamp created 
with OriginStamp. 


1. Determine the SHA-256 of 
your original file 


There are numerous programs and libraries to calculate the SHA- 
256 of a file, such as MD5FILE. Simply drag and drop or select your 
file, to retrieve the SHA-256 of your file. 


2. Validate your proof 


First, it must be verified that the hash of the original is part of the 
evidence. In order to check this, the proof can be opened with a 
conventional editor and its content can be searched for the hash. If 
the hash cannot be found, either the file was manipulated or the 
wrong evidence was selected. 


3. Determine the root hash 


The Merkle tree is a tree structure, that allows to organize the seed 
more efficient than a plain-text seed file. The tree is built from the 
bottom to the top and follows a defined schema. The value of a 
node is determined by the aggregated hash of its children. 


Left child = 
a8eb9f308b08397df77443697de4959c1 56fd4c68c489995163285db 
d3eedaef 


Right child = 
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b1 
d2fca8f67 


Node = SHA- 

256(a8eb9f308b08397df77443697de4959c1 56fd4c68c4899951632 
85dbd3eedaefab95adaee8eb02219d556082a7f4fb70d1 9b8000097 
848112eb85b1d2fca8f67) = 
47e47c96302eeba62ed443dd0c89b341 1 bbddd2c1ffébdfb1f833fa1 
1e060b85 


originstamp 


This step is performed for all levels of the tree until the hash of the 
root has been calculated. If the hash of the root is identical as 
proof, the calculation was successful and the root hash is verified. 
The top hash corresponds to the root hash we embedded in the 
blockchain through a transaction. For a more detailed explanation 
of the Merkle tree, we want to refer to Wikipedia. 


4. Determine the Ethereum 
Transaction 


Having determined the root hash in the previous step, we store 
this hash in a Smart Contract in the Ethereum blockchain. 


5. Check the transactions 


The respective log events must be searched for each transaction in 
this contract. These events are divided into topics. The root hash 
should be contained in a topic. Caution: Some services display the 
hashes with a 0x prefix. As soon as the transaction has been found, 
the block time is the actual tamper-proof timestamp. To simplify 
the search, we added the transaction to the certificate. 


